
INCITS/ISO/IEC 19795-1:2006[2007] 
(ISO/IEC 19795-1:2006, IDT) 

Information technology — 
Biometric performance 
testing and reporting — 
Part 1: Principles and framework

IN
C

IT
S/

IS
O

/I
E

C
 1

97
95

-1
:2

00
6[

20
07

] 
(I

SO
/I

E
C

 1
97

95
-1

:2
00

6,
 ID

T)
 

This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


INCITS/ISO/IEC 19795-1:2006[2007] 

ii © ITIC 2007 – All rights reserved 

 
 

PDF disclaimer 
This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but shall not 
be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In downloading this 
file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat accepts no liability in this 
area. 

Adobe is a trademark of Adobe Systems Incorporated. 

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation parameters 
were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In the unlikely event 
that a problem relating to it is found, please inform the Central Secretariat at the address given below. 

 

Adopted by INCITS (InterNational Committee for Information Technology Standards) as an American National Standard. 

Date of ANSI Approval: 8/17/2007 

Published by American National Standards Institute, 
25 West 43rd Street, New York, New York  10036 

Copyright 2007 by Information Technology Industry Council (ITI). 
All rights reserved. 

These materials are subject to copyright claims of International Standardization Organization (ISO), International 
Electrotechnical Commission (IEC), American National Standards Institute (ANSI), and Information Technology 
Industry Council (ITI). Not for resale. No part of this publication may be reproduced in any form, including an 
electronic retrieval system, without the prior written permission of ITI. All requests pertaining to this standard should 
be submitted to ITI, 1250 Eye Street NW, Washington, DC 20005. 
Printed in the United States of America 

This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


 

  

 

 

 

 

Reference number
ISO/IEC 19795-1:2006(E)

© ISO/IEC 2006
 

 

 

 

INTERNATIONAL 
STANDARD 

ISO/IEC
19795-1

First edition
2006-04-01

Information technology — Biometric 
performance testing and reporting — 
Part 1: 
Principles and framework 

Technologies de l'information — Essais et rapports de performance 
biométriques — 

Partie 1: Principes et canevas 

 

This is a preview of "ISO/IEC 19795-1:2006". Click here to purchase the full version from the ANSI store.This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/ISO/ISOIEC197952006?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


ISO/IEC 19795-1:2006(E) 

PDF disclaimer 
This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but 
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In 
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat 
accepts no liability in this area. 

Adobe is a trademark of Adobe Systems Incorporated. 

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation 
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In 
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below. 

 

©   ISO/IEC 2006 
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means, 
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or 
ISO's member body in the country of the requester. 

ISO copyright office 
Case postale 56 • CH-1211 Geneva 20 
Tel.  + 41 22 749 01 11 
Fax  + 41 22 749 09 47 
E-mail  copyright@iso.org 
Web  www.iso.org 

Published in Switzerland 
 

ii © ISO/IEC 2006 – All rights reserved
 

 

This is a preview of "ISO/IEC 19795-1:2006". Click here to purchase the full version from the ANSI store.This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/ISO/ISOIEC197952006?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


ISO/IEC 19795-1:2006(E) 

© ISO/IEC 2006 – All rights reserved iii

Contents Page 

Foreword............................................................................................................................................................. v 
Introduction ........................................................................................................................................................ v 
1 Scope ..................................................................................................................................................... 1 
2 Conformance......................................................................................................................................... 1 
3 Normative references ........................................................................................................................... 1 
4 Terms and definitions........................................................................................................................... 2 
4.1 Biometric data ....................................................................................................................................... 2 
4.2 User interaction with a biometric system........................................................................................... 3 
4.3 Personnel involved in the evaluation ................................................................................................. 3 
4.4 Types of evaluation .............................................................................................................................. 4 
4.5 Biometric applications ......................................................................................................................... 5 
4.6 Performance measures ........................................................................................................................ 5 
4.7 Data presentation curves..................................................................................................................... 7 
4.8 Statistical terms .................................................................................................................................... 7 
5 General biometric system.................................................................................................................... 8 
5.1 Conceptual diagram of general biometric system ............................................................................ 8 
5.2 Conceptual components of a general biometric system.................................................................. 8 
5.3 Functions of general biometric system............................................................................................ 10 
5.4 Enrolment, verification & identification transactions ..................................................................... 12 
5.5 Performance measure ........................................................................................................................ 12 
6 Planning the evaluation...................................................................................................................... 14 
6.1 General................................................................................................................................................. 14 
6.2 Use of other parts of ISO/IEC 19795 ................................................................................................. 14 
6.3 Determine information about the system......................................................................................... 14 
6.4 Controlling factors that influence performance .............................................................................. 15 
6.5 Test subject selection ........................................................................................................................ 16 
6.6 Test size............................................................................................................................................... 17 
6.7 Multiple tests ....................................................................................................................................... 18 
7 Data collection .................................................................................................................................... 19 
7.1 Avoidance of data collection errors.................................................................................................. 19 
7.2 Data and details collected.................................................................................................................. 20 
7.3 Enrolments .......................................................................................................................................... 20 
7.4 Genuine transactions ......................................................................................................................... 21 
7.5 Identification transactions of users enrolled in the system........................................................... 22 
7.6 Impostor transactions ........................................................................................................................ 23 
7.7 Identification transactions of users not enrolled in the system .................................................... 25 
8 Analyses .............................................................................................................................................. 26 
8.1 General................................................................................................................................................. 26 
8.2 Fundamental performance metrics................................................................................................... 26 
8.3 Verification system performance metrics ........................................................................................ 28 
8.4 (Open-set) Identification system performance metrics .................................................................. 30 
8.5 Closed-set identification .................................................................................................................... 31 
8.6 Detection error trade-off / Receiver operating characteristic curves............................................ 31 
8.7 Uncertainty of estimates .................................................................................................................... 32 
9 Record keeping ................................................................................................................................... 32 
10 Reporting performance results ......................................................................................................... 33 
10.1 Fundamental metrics.......................................................................................................................... 33 

This is a preview of "ISO/IEC 19795-1:2006". Click here to purchase the full version from the ANSI store.This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/ISO/ISOIEC197952006?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


ISO/IEC 19795-1:2006(E) 

iv © ISO/IEC 2006 – All rights reserved
 

10.2 Verification system metrics ............................................................................................................... 33 
10.3 Identification system metrics............................................................................................................. 33 
10.4 Closed-set identification system metrics ......................................................................................... 34 
10.5 Reporting test details ......................................................................................................................... 34 
10.6 Graphical presentation of results...................................................................................................... 35 
Annex A (informative)  Differences between evaluation types ..................................................................... 38 
Annex B (informative)  Test size and uncertainty .......................................................................................... 39 
B.1 Confidence intervals and test size assuming independent identically distributed 

comparisons........................................................................................................................................ 39 
B.1.1 Rule of 3 ............................................................................................................................................... 39 
B.1.2 Rule of 30 ............................................................................................................................................. 39 
B.1.3 Number of comparisons to support a claimed error rate ............................................................... 39 
B.2 Variance of performance measures as a function of test size ....................................................... 40 
B.3 Estimates for variance of performance measures........................................................................... 41 
B.3.1 General ................................................................................................................................................. 41 
B.3.2 Variance of observed false non-match rate ..................................................................................... 41 
B.3.3 Variance of observed false match rate ............................................................................................. 43 
B.4 Estimating confidence intervals ........................................................................................................ 44 
B.4.1 General ................................................................................................................................................. 44 
B.4.2 Bootstrap estimates of the variance and confidence intervals...................................................... 44 
B.4.3 Subset sampling ................................................................................................................................. 45 
Annex C (informative)  Factors influencing performance ............................................................................. 46 
C.1 General ................................................................................................................................................. 46 
C.2 List of factors....................................................................................................................................... 46 
C.2.1 Population demographics .................................................................................................................. 46 
C.2.2 Application........................................................................................................................................... 47 
C.2.3 User physiology .................................................................................................................................. 47 
C.2.4 User behaviour .................................................................................................................................... 48 
C.2.5 User appearance ................................................................................................................................. 48 
C.2.6 Environmental influences .................................................................................................................. 49 
C.2.7 Sensor and hardware.......................................................................................................................... 49 
C.2.8 User interface ...................................................................................................................................... 50 
C.3 Examples for reporting....................................................................................................................... 50 
C.3.1 Finger position .................................................................................................................................... 50 
C.3.2 Illumination .......................................................................................................................................... 50 
C.3.3 Glasses................................................................................................................................................. 50 
C.3.4 Dirt on platen ....................................................................................................................................... 51 
C.3.5 Weather ................................................................................................................................................ 51 
Annex D (informative)  Pre-selection ............................................................................................................... 52 
D.1 Pre-selection algorithm performance ............................................................................................... 52 
Annex E (informative)  Identification performance as a function of database size .................................... 53 
Annex F (informative)  Algorithms for generating ROC, DET and CMC curves.......................................... 54 
F.1 Algorithm for ROC and DET............................................................................................................... 54 
F.2 Algorithm for generating CMC........................................................................................................... 54 
Bibliography ..................................................................................................................................................... 55 
 

This is a preview of "ISO/IEC 19795-1:2006". Click here to purchase the full version from the ANSI store.This is a preview of "INCITS/ISO/IEC 19795...". Click here to purchase the full version from the ANSI store.

https://webstore.ansi.org/Standards/ISO/ISOIEC197952006?source=preview
https://webstore.ansi.org/Standards/INCITS/INCITSISOIEC1979520062007?source=preview


ISO/IEC 19795-1:2006(E) 

© ISO/IEC 2006 – All rights reserved v

Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 19795-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 37, Biometrics. 

ISO/IEC 19795 consists of the following parts, under the general title Information technology — Biometric 
performance testing and reporting: 

⎯ Part 1: Principles and framework 

⎯ Part 2: Testing methodologies for technology and scenario evaluation 

The following parts are under preparation: 

⎯ Part 3: Modality-specific testing [Technical Report] 

⎯ Part 4: Performance and interoperability testing of data interchange formats 

⎯ Part 5: Performance of biometric access control systems 
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Introduction 

This part of ISO/IEC 19795 is concerned solely with the scientific “technical performance testing” of biometric 
systems and devices. Technical performance testing seeks to determine error and throughput rates, with the 
goal of understanding and predicting the real-world error and throughput performance of biometric systems. 
The error rates include both false positive and false negative decisions, as well as failure-to-enrol and failure-
to-acquire rates across the test population. Throughput rates refer to the number of users processed per unit 
time based both on computational speed and human–machine interaction. These measures are generally 
applicable to all biometric systems and devices. Technical performance tests that are device-specific — for 
example, fingerprint scanner image quality — are not considered in this part of ISO/IEC 19795. 

It is acknowledged that technical performance testing is only one form of biometric testing. Other types of 
testing not considered in this part of ISO/IEC 19795 include 

⎯ reliability, availability and maintainability; 

⎯ security, including vulnerability; 

⎯ conformance; 

⎯ safety; 

⎯ human factors, including user acceptance; 

⎯ cost/benefit; 

⎯ privacy regulation compliance. 

Methods and philosophies for these other types of test are currently being considered internationally by a 
broad range of groups. 

The purpose of this part of ISO/IEC 19795 is to present the requirements and best scientific practices for 
conducting technical performance testing. This is necessary because even a short review of the technical 
literature on biometric device testing over the last two decades or more reveals a wide variety of conflicting 
and contradictory testing protocols [1-11]. Even single organizations have produced multiple tests, each using 
a different test method. Test protocols have varied not only because test goals and available data are different 
from one test to the next, but also because no standard has existed for protocol creation. 

Biometric technical performance testing can be of three types: technology, scenario or operational evaluation. 
Each type of test requires a different protocol and produces different types of results. Even for tests of a single 
type, the wide variety of biometric devices, sensors, vendor instructions, data acquisition methods, target 
applications and populations makes it impossible to present precise uniform testing protocols. Other parts of 
ISO/IEC 19795 will provide specific advice and requirements for the development and use of such different 
test protocols. This part of ISO/IEC 19795 addresses specific philosophies and principles that can be applied 
over a broad range of test conditions. 

This part of ISO/IEC 19795 has been developed from the UK Biometrics Working Group’s Best Practices in 
Testing and Reporting Performance of Biometric Devices [12] which itself drew from two primary source 
documents developed by the US National Institute of Standards and Technology (NIST) [13, 14], a variety of 
evaluation reports [7-10], and comments from the Biometrics Consortium Working Group on Interoperability, 
Performance and Assurance. 
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